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WIO)

From:
Sent:
To:

Cc:
Subject:

(b) (6)

Have we started to see products for CRCL review related to the protests? This news story portends an escalation that
could lead to reporting...

http://pajamasmedia.com/tatler/2011/10/11/occupy-l-a-speaker-violence-will-be-necessary-to-achieve-our-goals/

(b) (6)



WIO)
Sent: , November 04, 2011 1:47 PM

To:

Cc: (b) (6)

QIE)

I received an email from (Y@ at FPS regarding out phone conversation yesterday

afternoon. He provided the email below for our review and consideration. The drafted email is
a summary of our conversation and recommended way ahead that he intends to send to senior
leadership. I have reviewed the email and recommend we concur with his email draft. Please
advise on whether you agree with my recommendation.

Thank you,

(b) (6)

————— Original Message-----

From:(QX@®) (b) (6)

Sent: Friday, November 04, 2011 8:35 AM
To: [(OX@)

Subject: FPS

OIO) ,

Good morning. Thank you for your assistance late yesterday. Below is a message that I have
drafted and intend to send to my senior leadership regarding what we discussed yesterday. I
would appreciate you quick review to make sure I am not unfairly characterizing our
conversation and to make sure I'm leaving out any salient points.

Thanks,

WIE)

Division Director

Threat Management Division
Federal Protective Service

(b) (6) cell




WIO)

"
Sent: riday, November 04, 2011 3:06 PM
To:

Subject: :

Great, thank you I'll send the reply and CC you.

————— Original Message-----

From: [(XG)

Sent: Friday, November 04, 2011 3:06 PM
To: (K@)
@R (b) (6) (b) (6) (b) (6)

Subject: RE: FPS

I agree; I'm okay with this.

————— Original Message-----
From: [(OXG)

Sent: Friday, November 04, 2011 1:47 PM
To: (K@)
@R (b) (6) (b) (6) (b) (6)

Subject: FW: FPS
QIE)

I received an email from (9@ at FPS regarding out phone conversation yesterday
afternoon. He provided the email below for our review and consideration. The drafted email is
a summary of our conversation and recommended way ahead that he intends to send to senior
leadership. I have reviewed the email and recommend we concur with his email draft. Please
advise on whether you agree with my recommendation.

Thank you,

(b) (6)

----- Original Message-----

From: [(OXG) (b) (6)

Sent: Friday, November 04, 2011 8:35 AM

To: [(OX@)

Subject: FPS

(b) (6)




Good morning. Thank you for your assistance late yesterday. Below is a message that I have
drafted and intend to send to my senior leadership regarding what we discussed yesterday. I
would appreciate you quick review to make sure I am not unfairly characterizing our
conversation and to make sure I'm leaving out any salient points.

Thanks,

(b) (6)

Division Director

Threat Management Division
Federal Protective Service

(b) (6)

(b) (5)




I agree; I'm okay with this.
----- Original Message-----

From: [(OXG)

Sent: Friday, November 04, 2011 1:47 PM

QIO

(b) (6)

I received an email from [(Q¥@E) at FPS regarding out phone conversation yesterday
afternoon. He provided the email below for our review and consideration. The drafted email is
a summary of our conversation and recommended way ahead that he intends to send to senior
leadership. I have reviewed the email and recommend we concur with his email draft. Please
advise on whether you agree with my recommendation.

Thank you,

(b) (6)

————— Original Messag e—————

From: (GG

Sent: Friday, November 04 2011 8:35 AM

To: [(OX@)

Subject: FPS

(b) (6) ,

Good morning. Thank you for your assistance late yesterday. Below is a message that I have
drafted and intend to send to my senior leadership regarding what we discussed yesterday. I
would appreciate you quick review to make sure I am not unfairly characterizing our
conversation and to make sure I'm leaving out any salient points.

Thanks,

(b) (6)

Division Director

Threat Management Division
Federal Protective Service
(b) (6) cell

(b) (6)



WIO)

From:
Sent:
To:

Cc:
Subject:

(b) (6)

Thank for reaching out to CRCL to discuss this issue. You have accurately characterized our
conversation and the recommendations CRCL put forth. We agree with your recommended approach
and look forward to continuing to work with you on this issue.

Thank you and have a great weekend,

(b) (6)

office: (Y@
Cell: (K@)

----- Original Message-----

From: (K@) (b) (6)

Sent: Friday, November 04, 2011 8:35 AM

To: [(OX@)

Subject: FPS

(b) (6) ,

Good morning. Thank you for your assistance late yesterday. Below is a message that I have
drafted and intend to send to my senior leadership regarding what we discussed yesterday. I
would appreciate you quick review to make sure I am not unfairly characterizing our
conversation and to make sure I'm leaving out any salient points.

Thanks,

WIE)

Division Director

Threat Management Division
Federal Protective Service

(b) (6) cell

(b) (5)




WIO)

From: EE;ICFSH

Sent: ednesday, November 09, 2011 5:10 PM
To: Iga’q;#

Subject: . Protest Activity Guidance (FPS)

Attachments: Occupy Guidance.docx

(b) (6)
Can we talk about this tomorrow? Shall | forward to the rest of the team for their consideration?

QIO

From: [DX®) (b) (6)

Sent: Wednesday, November 09, 2011 3:16 PM

To: [(QXG)

& (b) (6) WIEO)

Subject: Protest Activity Guidance (FPS)

OIO)

Good afternoon. | am requesting CRCL vetting of the attached document. FPS would like to send this guidance to our 11

regional field offices. In addition, the last page outlines the data we would like to have the regional field offices collect and
report to HQ so that the Director has situational awareness of any public safety issues affecting federal facilities.

Thanks,
(b) (6)



WIO)

From: E?ICFSH

Sent: ednesday, November 09, 2011 5:22 PM
To: Iggl;;#

Subject: . Protest Activity Guidance (FPS)

Yes, happy to chat. Let’s discuss tomorrow before you send it anywhere.

From: (K@)

Sent: Wednesday, November 09, 2011 5:10 PM

To: [QXG)

Subject: FW: Protest Activity Guidance (FPS)
(b) (6)
Can we talk about this tomorrow? Shall | forward to the rest of the team for their consideration?

(b) (6)

From: [OXG) (b) (6)

Sent: Wednesday, November 09, 2011 3:16 PM
To: [(OXG)

Ce: (OXQ) (b) (6)

Subject: Protest Activity Guidance (FPS)

(b) (6)

Good afternoon. | am requesting CRCL vetting of the attached document. FPS would like to send this guidance to our 11
regional field offices. In addition, the last page outlines the data we would like to have the regional field offices collect and
report to HQ so that the Director has situational awareness of any public safety issues affecting federal facilities.

Thanks,
(b) (6)



WIO)
Sent: , November 10, 2011 5:07 PM

To: (b) (6)

Cc: ; ;
Subject: . Protest Activity Guidance
Attachments: Occupy Guidance_CRCL.docx

Hi [QXG)

Thank you for giving CRCL the opportunity to review the Protest Activity Guidance. We have reviewed the guidance and
offered some line edits that seek to further protect civil rights and civil liberties. In addition, we offered a few minor
format suggestions for your consideration. Please feel free to call me to discuss. Have a great weekend,

(b) (6)

(b) (6)
(b) (6)

Office: (XK@
Cell:[9OXG)

From: [OXG) (b) (6)

Sent: Wednesday, November 09, 2011 3:16 PM

To: [QXG)

o4 (D) (6) (b) (6)

Subject: Protest Activity Guidance (FPS)

QIO

Good afternoon. | am requesting CRCL vetting of the attached document. FPS would like to send this guidance to our 11

regional field offices. In addition, the last page outlines the data we would like to have the regional field offices collect and
report to HQ so that the Director has situational awareness of any public safety issues affecting federal facilities.

Thanks,
(b) (6)



WIO)

Sent: ednesday, November 16, 2011 4:59 PM

To: (b) (6)

ce:. DIONNEE CICEEE OIO
Subject: : Arrest At Portland Occupy

Thanks [(OX@) .

----- Original Message-----

From: (K@)

Sent: Wednesday, November 16, 2011 4:52 PM

To: [(OXE®)

Subject: FPS Arrest At Portland Occupy

http://www.google.com/m/url?client=safariei=Yy7ETvipI6PdlgeCeg&gl=us&hl=en&qg=http://www.exam
iner.com/top-news-in-minneapolis/dhs-s-federal-protective-services-seen-at-portland-occupy-
arrests&source=mog&tbm=nws&ved=0CB4QgqQIwAQ&usg=AFQjCNGAUOSbeEONsb S5kPHE3TUAmMTrGeA




WIO)

Sent: , November 21, 2011 11:57 AM

To:

Cc:

Subject: W: Protest Activity Guidance (FPS)
Attachments: Occupy Guidance_CRCL.docx

DELIBERATIVE,
(b) (6)
As discussed witHEE@), here is some of the guidance we have provided to FPS.

V/R,

(b) (6)

From: (K@)
Sent: Thursday, November 10, 2011 5:07 PM
To: [(QXG)

@H(b) (6)  H(0) (6) 4(b) (6)

Subject: RE: Protest Activity Guidance (FPS)

Hi [QKG)

Thank you for giving CRCL the opportunity to review the Protest Activity Guidance. We have reviewed the guidance and
offered some line edits that seek to further protect civil rights and civil liberties. In addition, we offered a few minor
format suggestions for your consideration. Please feel free to call me to discuss. Have a great weekend,

(b) (6)

QIO
(b) (6)
Office: ((9X®)]

Cell: (0OXG)

From: [OXG) (b) (6)

Sent: Wednesday, November 09, 2011 3:16 PM

To: [QXG)

o4 (D) (6) (b) (6)

Subject: Protest Activity Guidance (FPS)

QIO

Good afternoon. | am requesting CRCL vetting of the attached document. FPS would like to send this guidance to our 11

regional field offices. In addition, the last page outlines the data we would like to have the regional field offices collect and
report to HQ so that the Director has situational awareness of any public safety issues affecting federal facilities.




Thanks,
(b) (6)
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de Vallance, Brian

From: Quijas, Louis

Sent: Wednesday, December 21, 2011 2:14 PM

To: de Vallance, Brian; Frome, Stu

Subject: RE: 'Anonymous'-Linked Hackers Expose Personal Information Of Thousands Of American

Police Officers, Family-Values Advocates--MMC 101 #7082-11

IO

From: de Vallance, Brian

Sent: Wednesday, December 21, 2011 2:11 PM

To: Quijas, Louis; Frome, Stu

Subject: FYI: 'Anonymous'-Linked Hackers Expose Personal Information Of Thousands Of American Police Officers,
Family-Values Advocates--MMC IOI #7082-11

(b) (6)
SeNnt: weanesaay, becemper 41, ZULL UL:4b rM
To: Undisclosed recipients <Undisclosed recipients:;>
Subject: 'Anonymous'-Linked Hackers Expose Personal Information Of Thousands Of American Police Officers, Family-
Values Advocates--MMC 101 #7082-11

Location: United States

Computer hackers are avenging the Occupy movement by exposing the personal information of police officers
who evicted protesters and are threatening family-values advocates who led a boycott of an American Muslim
television show.

In three Internet postings last week, hackers from the loose online coalition called Anonymous published the
personal information of thousands of law enforcement officers all over the country.

One hacker posted the email and physical addresses, phone numbers and encrypted passwords of more than
2,400 police ofticers and corporate security executives. The targeted police officers and security personnel were
members of the Coalition of Law Enforcement and Retail (CLEAR), a nonprofit group that promotes
cooperation between local police forces and retail corporations throughout the United States.
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IMPACT
Users are unable to access the www.justice.gov website at this time.
EXECUTIVE OVERVIEW

On January 19, 2012, the United States Department of Justice (DOJ)
reported to US-CERT a Distributed Denial of Service (DDoS) attack
against their public-facing website. US-CERT sensors also detected DDoS
activity against the website. According to open source reporting, the
hacker group Anonymous claimed responsibility for the attack in
"retaliation for Megaupload”.

Earlier today, DOJ released an indictment charging the leaders of
file-sharing website Megaupload with engaging in a racketeering
conspiracy, conspiring to commit copyright infringement, conspiring to
commit money laundering and two substantive counts of criminal copyright
infringement. DOJ also seized and took down the Megaupload website.

DHS ROLE

US-CERT provided feedback to DOJ and FBI on potential impacts before the
takedown and blowback was expected. US-CERT also provided an analyst
on-site to support. US-CERT reached out to DOJ SOC requesting more
information on the attack and to provide any assistance requested.
US-CERT contacted NCS asking them to reach out to ISP vendors advising
them to watch for UDP traffic towards the justice.gov site. US-CERT
sensors also detected the DDoS activity.

INTERAGENCY / PRIVATE SECTOR ROLE

DOJ coordinated with DHS before taking down the Megaupload website. DOJ
and DHS prepared a joint Public Service Announcement on the website take
down which was released via the US-CERT portal to designated
authorities. DOJ is currently attempting to mitigate effects of the
DDosS.

PRESS ACTIVITY

Widespread coverage.

SOURCE:

http://rt.com/usa/news/anonymous-doj-universal-sopa-235/
http://www.washingtonpost.com/blogs/federal-eye/post/justice-department-
web-site-goes-down-after-feds-seize-megaupload/2012/01/19/g1QAd2GpBQ_blo
g.html

REQUIREMENT :

PIR #6 - Successful denial-of-service (natural or manmade) of any

Department, Agency, or critical asset, to include major infrastructure
of any foreign government.

Respectfully,
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From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 07:31 PM
To: Davis, Robert M

Subject: Statement

let me know when you have a draft. Thanks man
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